[bookmark: _Hlk80035700]Proceedings of the Defence and Security Conference
Vol. 2, No. 1, pp. XX-XXX, DD MMM 2026.
Category: To be determined

	
	TITLE OF THE PAPER

Name Surname1, Name Surname2 [and …]

1Institution / organization
E.mail: xx@xxx.xxx
ORCID: https://orcid.org/0000-0000-0000-0000

2Institution / organization
E.mail: xx@xxx.xxx
ORCID: https://orcid.org/0000-0000-0000-0000



Abstract

Text (max 300 words)

Keywords: (max 7, separated by ;)

1. INTRODUCTION

Text

2. METHODOLOGY

Text

3. RESULTS (FINDINGS)

3.1. Subtitle

Text

3.2. Subtitle

Text


Figure 1: Comparative analysis of Cognitive Warfare with other threats



Note: The radar chart compares cognitive warfare with other types of threats (information warfare, cyberwarfare, and psychological warfare) across key aspects like focus, operational domain, goals, methods, and ethical concerns. It demonstrates how cognitive warfare stands out in areas such as targeting human cognition, leveraging advanced technologies, and focusing on long-term influence. Source: own, based on quantitative scaling of aspects defined in Table A1 and Table A2 and synthesised in Table 3 (in Appendices).
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Table 1: The summary of vulnerability factors regarding youth and students resulting from the literature review: 

	Vulnerability factor
	Details
	References

	Social media influence
	84% of people aged 18-29 have downloaded at least one social media app, with social platforms central to their social lives.
	Auxier & Anderson, 2021

	Shortened attention span
	Constant digital interactions shorten attention spans due to "dopamine hits" from notifications and social interactions.
	Zimlich, 2018; Betteridge et al., 2023

	Superficial engagement with content
	Youth tend to focus on headlines and images rather than critically engaging with full content or drawing conclusions.
	Zimlich, 2018

	Provocative content
	Headlines often use provocative language to elicit emotional responses, encouraging quick, emotional engagement over critical thinking.
	Betteridge et al., 2023

	Personalised algorithms
	Algorithms curate personalised news feeds, search results, and content suggestions, leading to biased information flow.
	Correa et al., 2010

	Reinforced beliefs
	Youth are exposed to content reinforcing existing beliefs, often shielded from alternative perspectives, reinforcing polarisation.
	Correa et al., 2010



Source: own.
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Appendices

Appendix A: Tables and figures on Cognitive Warfare in context
Table A1: Comparative analysis table distinguishing Cognitive Warfare from Strategic Communication, Psychological operations and Cyber-Enabled Information Operations
	Aspect
	Cognitive Warfare
	Strategic Communications (StratCom)
	Psychological Operations (PsyOps)
	Cyber-Enabled Information Operations

	Focus Area
	Targeting and manipulating the cognitive dimension (decision-making processes and human behaviour).
	Communicating messages to influence and align perceptions and behaviours.
	Using psychological techniques to influence emotions, attitudes, and behaviours.
	Use of cyber tools to manipulate information and influence target groups.

	Primary Goal
	Disrupt or influence decision-making by manipulating thoughts, emotions, and perceptions.
	Shaping the narrative and public opinion to support strategic goals.
	Impacting individuals' mental states and actions, often covertly.
	Altering public perception or behaviour via cyber tools and platforms.

	Scope
	Broader, with the potential for long-term strategic effects by targeting the cognitive vulnerabilities of society.
	Primarily focused on specific messaging to achieve short-term objectives.
	Primarily focused on manipulating targeted individuals or small groups.
	Concentrate on using technology to enable large-scale manipulation or disruption.

	Technology use
	Emerging technologies like AI, wearables, neuroscience, and data mining to enhance influence at a deep, personal level.
	Limited use of emerging technologies for message distribution.
	May involve the use of mass media or technologies, but not as integrated with newer advancements.
	Relies heavily on the use of technology to manipulate digital platforms.

	Target
	Society-wide or specific individuals, leveraging personal vulnerabilities and advanced insights into cognition.
	Public audiences, often through traditional media and digital platforms.
	Specific individuals or groups for targeted influence, often through deception.
	General public or particular populations via online platforms and social media.

	Long-term vs. Short-term
	Primarily long-term, focusing on sustained influence and decision-making.
	Short-term, aiming to align perceptions for immediate actions or responses.
	Often short-term, manipulating immediate emotions or responses.
	Can be short-term or long-term, depending on the scale of influence.

	Ethical boundaries
	Operates in a morally grey area, often crossing boundaries of ethics, law, and legality (especially with technologies).
	Operates within established ethical norms for communication.
	May involve deception, but typically adheres to some ethical guidelines.
	Can involve unethical actions like disinformation, hacking, or surveillance.

	Technological innovation
	Exploits a combination of emerging sciences and technologies, such as neuroscience, AI, and data mining.
	Typically limited to digital media and communication channels.
	May involve psychological tactics but lacks the technological integration seen in Cognitive Warfare.
	Leverages cyber tools, but not necessarily the depth of integration with cognitive science or neuroscience.

	Potential for manipulation
	High potential for deep manipulation using direct and indirect methods.
	Influences perceptions through controlled narratives and information.
	Psychological manipulation through messages and behaviours.
	Large-scale manipulation through digital platforms (e.g., deepfakes, bots).

	NATO's approach to mitigate and counter
	Focused on resilience, defence, and enhancing decision-making capacity in response to adversarial cognitive attacks.
	Managed through strategic and coherent public messaging campaigns.
	Applied within specific operations to influence target groups or individuals.
	Involves developing cybersecurity and counter-influence operations against cyber-enabled threats.



Source: own, based on Groestad, 2022; Deppe & Schaal, 2024)


Cognitive Warfare	Focus Area	Operational Domain	Primary goal	Key Methods	Technology Use	Target	Ethical Concerns	Long-term vs. Short-term	9	9	9	9	9	9	9	9	Information Warfare	Focus Area	Operational Domain	Primary goal	Key Methods	Technology Use	Target	Ethical Concerns	Long-term vs. Short-term	6	6	6	6	7	7	5	5	Cyberwarfare	Focus Area	Operational Domain	Primary goal	Key Methods	Technology Use	Target	Ethical Concerns	Long-term vs. Short-term	5	6	7	7	9	6	4	6	Psychological Warfare	Focus Area	Operational Domain	Primary goal	Key Methods	Technology Use	Target	Ethical Concerns	Long-term vs. Short-term	7	7	8	6	5	8	6	8	



